STAY INFORMED

Confirm a contractor. All contractors who perform at least $5,000 worth E h 1 S 1 S f
of home improvements per year must register with the PA Office of Attor- n anc' ng e n Ior a e

ney General. Consumers can verify registration by calling 1-888-520-

6680 or at https://hicsearch.attorneygeneral.gov/. PrOteCt Yourself From scams
Check with the Better Business Bureau or the Pennsylvania Bureau of

Consumer Protection at 1-800-441-2555. On the Street . On the phone
Learn more about fraud schemes and tips to protect yourself and family At your door

at the FBI's Common Fraud Schemes webpage: https://www.fbi.gov/
scams-and-safety/common-fraud-schemes.

Review the U.S. Senate Special Committee on Aging’s fraud book outlin-
ing the top ten frauds impacting seniors: https://www.aging.senate.gov/
fraudbook/index.html.

| SUSPECT A SCAM!

Scam artists are nearly always friendly and have “honest faces” or pleas-
ant authoritative voices. This is how they gain your trust. If you've fallen
victim to fraud, take action quickly. Notify your bank and your credit card
company, contact the Social Security Administration about potential iden-
tity theft and contact one of the credit-reporting agencies (Equifax,
TransUnion or Experian) to place a fraud alert on your file.

CALL THE POLICE TO REPORT THE INCIDENT

If you are suspicious about people in your neighborhood contact your
local police department or your local Pennsylvania State Police station.

You can also contact the Pennsylvania Office of Attorney General’s Sen-
ior Protection Unit at 1-866-623-2137 or seniors@attorneygeneral.gov.
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Senior citizens are a highly targeted population for scams and fraud,
and the Commonwealth of Pennsylvania has one of the highest senior
populations in the country. This pamphlet is designed to educate sen-
iors and their families about the types of crimes commonly perpetrated
against seniors and steps they can take to avoid becoming a victim.

COMMON SCAMS

Schemes against seniors occur over e-mail, the phone, and even door
-to-door. Scams may take the form of fraudulent credit card offers,
charity donation requests, home improvement offers, investment op-
portunities, banking and wire transfers, insurance offers, fake health/
anti-aging products, and sweepstakes and contests, to name a few.
The fraudster may employ different tactics. They may be friendly, sym-
pathetic, and willing to help, or they may try to create a sense of ur-
gency and fear to get you to act quickly.

T ‘® Bl - 2|

1 PRODUCTS CONTESTS

DOOR-TO-DOOR HOME IMPROVEMENT/CONTRACTOR SCAMS

Never deal with a contractor who shows up unsolicited, offers “left-
over materials,” or offers significant discounts. Never pay-in-full up-
front. Scammers will leave without returning to complete the work, de-
mand additional money once the job is finished, or complete the job
with substandard material or workmanship. They may demand imme-
diate payment in cash and may even accompany the victim to the
bank. Or, if traveling in pairs, one suspect will divert the homeowner’s
attention while the second enters the home to steal cash and valua-
bles. Diversion theft is also conducted by utility imposters.

S PHONE, EMAIL AND ONLINE SCAMS ==

Older people are at risk of falling victim to fear-based telephone
scams. Unscheduled or unsolicited callers claim to represent a utility
company and threaten to cut off service unless an “overdue bill” or
“maintenance cost” is paid immediately. The caller may demand pay-
ment by wire transfer, cryptocurrency, gift card or cash-reload card.
Similar scams include calls from government agencies such as the
IRS or police/sheriffs department demanding immediate payment of
fines, under threat of arrest.

Computer viruses can be downloaded by clicking an unknown link or
opening a malicious email attachment. Viruses can steal user
names, passwords, and financial information, and the victim may
never know their computer has been infected.

PREVENTION TIPS

Protect Your Physical Security

Keep your doors locked while at home and always remember to lock
up when leaving the house—even for short trips.

Never allow strangers inside your home.

Beware of unsolicited home repairmen. Never deal with door-to-
door contractors.

Home repair contracts should include the exact work to be done, the
price, start and end dates, and the name and address of the con-
tractor. Be suspicious of contractors that only have a PO Box.

Don’t allow contractors to use urgency or scare tactics to get you to
sign a contract.

Be suspicious of businesses that offer you discount rates due to left
over materials from another job or because you are a senior citizen.
Ask for photo identification from service or delivery people and call
the company to verify their identity.

Be observant. Get a good physical description of individuals and
their vehicles.

Protect Your Phone and Electronic Security

Beware of caller ID. Masked numbers may appear to be from law
enforcement, a government agency, or business. Hang up on or
do not answer unsolicited calls. Call the agency or business using
official telephone numbers posted on websites or utility bills.

Don’t let them scare you. A scammer will try to convince you the
lights or water are about to go out or that you could be arrested. If
you're actually behind on payments, the utility will send you a de-
linquent notice in the mail, probably more than once, with a pro-
spective shutoff date.

Beware of healthcare scams. Never release information to any
health service provider that you did not contact directly.

If you receive a call from someone claiming to be a relative and ask-
ing for money, independently call that person at a known phone
number to verify their story.

Do not click on links or open email attachments if you do not know
what they are. The email may look like it came from a friend or
family member, or even legitimate business but unless you know
what it is or are expecting it, delete it without clicking on links or
opening attachments.

Never buy gift cards, cryptocurrency, or cash-reload cards or use
wire transfers to pay off a “debt” to individuals who contact you by
phone or email.

Do not provide personal or financial information to an unsolicited
caller or visitor.



Have you been the Victim of Identity Theft and/or Credit Card Fraud?

When someone uses your name and personal information to commit fraud, it’s a crime. The problem is
you may not know that your identity or credit card information has been stolen until you get credit card bills
for credit cards you didn’t open, charges on your credit card(s) you didn’t authorize or a bad credit report
with debts you never knew you had.

Here are some steps to take when discovering you
are a victim of identity theft or credit card fraud:

Contact the Federal Trade Commission: 1-877-IDTHEFT (438-
4338), www.consumer.gov/idtheft to report ID theft & to learn
of ways to restore your credit.

Contact the Social Security Administration: 1-800-269-0271,
www.ssa.gov, if it appears someone is using your social
security number.

Contact the Fraud Department of all three major credit-
reporting bureaus: you may obtain a copy of your report for
free, if you are the victim of fraud.

Experian/CBA Equifax TransUnion
P.O. Box 9530 P.O. Box 740256 P.O. Box 6790
Allen TX 75013 Atlanta, GA 30374 Fullerton, CA 92834
1-888-EXPERIAN 1-800-525-6285 1-800-680-7289
1-214-390-3527 fax 1-404-612-2533 fax  1-714-447-6034 fax
www.experian.com www.equifax.com www.tuc.com
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Additional steps you can take:

Contact creditors for any account tampered with or opened
fraudulently.

You may also request that a fraud alert be placed on your
credit report. This will signal a credit grantor that no credit
should be issued without contacting you by telephone
anytime a new account is being requested.

Contact your local police department to file a police report.
Having a police report will help prove your case to creditors
and with PennDOT if you apply for a new driver’s license
number.

* Ifin PA State Police coverage, the station contact
information can be found here:
www.pa.gov/agencies/psp/contact-psp

If you discover an identity theft has changed the billing
address on your account(s), close the account(s). When you
open a new account, ask that it be password protected.
Contact the U.S. Postal Inspectors, www.uspis.gov/report if
any of your mail was stolen or you believe that someone
fraudulently changed your address.
If cyber related, in addition to reporting the incident to your
police department, report the incident to the FBI’s Internet
Crime Complaint Center (IC3)

* www.ic3.gov



http://www.consumer.gov/idtheft
http://www.ssa.gov/
http://www.experian.com/
http://www.equifax.com/
http://www.pa.gov/agencies/psp/contact-psp
http://www.pa.gov/agencies/psp/contact-psp
http://www.pa.gov/agencies/psp/contact-psp
http://www.uspis.gov/report
http://www.ic3.gov/
http://www.ic3.gov/
http://www.tuc.com/

REPORTING A SCAM

Questionnaire and Checklist

My Local Police Department is:

The Police Department Phone Number is:

My Full Name: Date of Birth (DD/MM/YY):

Phone Number: Address:

1. Do | know who the Actor is?
O YES
d NO

2. How did the Actor communicate with me?
O In-Person. The person is described as:

O Via a phone call/text. The phone number is/was:

J Onthe internet. The username/address is/was:

1 Other:

3. Did the Actor gain any money or items of monetary value?
O YES - If YES, what was the total value of the money AND/OR items $

d NO

4. If the scam occurred through an account (checking, savings, credit card, PayPal, etc...) is the account locked
to prevent further theft?
3 YES

d NO

5. What date(s) and time(s) did this happen?

6. The method used to scam me was conducted by (how did the Actor scam you):

7. Do | have a copy of supporting documents for law enforcement regarding the scam (mail, e-mails, phone
records, receipts, etc...)?
O YES

d NO
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